
Patch me if you can
Database Patching News, Improvements and Secrets
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Recorded Web Seminars

https://MikeDietrichDE.com/videos/

More than 30 hours of technical content –
on-demand, anytime, anywhere

https://mikedietrichde.com/videos/


MikeDietrichDE.com
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Introduction

Overview
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Move production databases from one 
Long Term Support release to the next

Upgrade to Oracle Database 19c



Patching Strategies

Patching Basics

The Database Patching Process

Tips for Patching Success



Basic Facts | What Is In A Patch
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FILES

SQL 

PL/SQL

New or changed executables, libs or files
bin/oracle

bin/srvctl

oracore/zoneinfo/timezone_34.dat

Apply and rollback scripts
sqlpatch/.../nnn_apply.sql
sqlpatch/.../nnn_rollback.sql

New or changed objects
alter table sys.tab$ ...

create index sys.i_tab1 ...

create or replace package sys.dbms_scheduler ...



Basic Facts | How To Apply A Patch

$ORACLE_HOME/OPatch



Basic Facts | How To Apply A Patch

Pro tip: Use opatchauto on 
RAC environments

opatch Applies binaries to an 
Oracle Home

All instances are down

Applies SQL and PL/SQL 
changes to a database

datapatch Database is up
(normal, not upgrade)



Basic Facts | Patch Inventory

opatch

datapatch CDB_REGISTRY_SQLPATCH

$ opatch lsinventory

DBMS_QOPATCH



Basic Facts | Patch Inventory

opatch

datapatch CDB_REGISTRY_SQLPATCH
• View detailed information about SQL patches 

installed in the database

$ opatch lsinventory
• Tells you what is installed in your software home

DBMS_QOPATCH 
• Patches installed in the Oracle Home 
• MOS Note: 1530108.1 FAQ on Queryable Patch Inventory

https://support.oracle.com/epmos/faces/DocContentDisplay?id=1530108.1
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Twitter

https://twitter.com/oraclebase/status/1573230131916718080?s=20&t=U8lM0Ofr9OQ46lGgZ7KOfw
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Always patch out-of-place



Recommendation | Out-of-Place Patching



Recommendation | Out-of-Place Patching

Oracle Home, 19.9.0

New or Cloned 
Oracle Home

[oracle]$ $ORACLE_HOME/OPatch/opatch apply

New or Cloned 
Oracle Home, 19.16.0

SQL> SHUTDOWN IMMEDIATE

SQL> STARTUP[oracle]$ $ORACLE_HOME/OPatch/datapatch -verbose



Recommendation | Standby-First Patch Apply

Primary Standby

Redo Transport

New or Cloned 
Oracle Home

[oracle]$ $ORACLE_HOME/OPatch/opatch apply

New or Cloned 
Oracle Home

19.16.0

Redo Transport

DGMGRL> convert database PROD2 to snapshot standby;[oracle]$ $ORACLE_HOME/OPatch/datapatch -verboseDGMGRL> convert database PROD2 to physical standby;DGMGRL> switchover to PROD2;

Redo Transport

Redo Transport

[oracle]$ $ORACLE_HOME/OPatch/datapatch -verbose



Recommendation | Standby-First Patch Apply

Oracle Patch Assurance - Data Guard Standby-First Patch Apply (Doc ID 1265700.1)

https://support.oracle.com/epmos/faces/DocumentDisplay?id=1265700.1
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Avoid downtime with 
RAC Rolling Patching



Recommendation | RAC Rolling Patching

$ $ORACLE_HOME/OPatch/opatch apply$ $ORACLE_HOME/OPatch/opatchauto$ $ORACLE_HOME/OPatch/datapatch -verbose
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Standby-First installable

Release updates are always:

RAC Rolling installable



Patching Strategies

Patching Basics

The Database Patching Process

Tips for Patching Success



The Database Patching Process
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FIND
Find the right 
bundle and 
one-off patches 

INSTALL

Download and 
install the patches

APPLY
Apply the patches 
to the database
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My database is 
not facing the internet
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of malware gets 
delivered via email

92%
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Finding the Right Patches | Quarterly

https://www.oracle.com/security-alerts/

https://www.oracle.com/security-alerts/


Copyright © 2022, Oracle and/or its affiliates30 P
h

o
to

 b
y

 L
u

b
o

 M
in

a
r

o
n

 U
n

sp
la

sh

Do I need to apply 
this bundle?

How to evaluate the risk
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Critical Patch Alert July 2022 | Risk Matrix



The Database Patching Process
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FIND
Find the right 
bundle and 
one-off patches 

INSTALL

Download and 
install the patches

APPLY
Apply the patches 
to the database
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Download & Install Patches

Check for newest opatch version

Download and unzip patch (bundle)

Check for patch conflicts

Shutdown instance using this home

Apply binary with opatch or opatchauto
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Always use the latest OPatch



• Download Patch 6880880

• MOS Note: 274526.1

• Why should you use the most recent version of OPATCH?
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https://updates.oracle.com/download/6880880.html
https://support.oracle.com/epmos/faces/DocumentDisplay?id=274526.1
https://mikedietrichde.com/2018/05/14/why-should-you-use-the-most-recent-version-of-opatch/


Patch Download Assistant | Download the most recent RU

Use the Patch Download Assistant note MOS Note: 2118136.2

https://support.oracle.com/epmos/faces/DocumentDisplay?id=2118136.2


Patching | From Oracle Database 19.17.0 (Oct 2022)

Base Release

RU 1

RU 2

RU 3

RU 4

RU 1 + MOS 555.1 merge

RU 2 + MOS 555.1 merge

RU 1 + updated MOS 555.1 merge

RU 2 + updated MOS 555.1 merge

RU 3 + MOS 555.1 merge RU 3 + updated MOS 555.1 merge

RU 4 + MOS 555.1 merge RU 4 + updated MOS 555.1 merge
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If OPatch takes too long, use out-of-place 
patching with a brand-new Oracle Home

Avoid cloned Oracle Homes and in-place patching



Patching Performance

Many customer encountered increasing patching duration

• opatch maintains an ever-growing patch history in 
$ORACLE_HOME/inventory/ContentsXML/oui-patch.xml

• This file gets queried multiple times
and can delay patching massively
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opatch | Experiment with an edited oui-patch.xml

Original oui-patch.xml with 12 RUs

• 1001 lines

• Space check:  5:29 min

• Conflict check: 5:26 min

• Check during apply: 5:29 min

• Raw patch apply: 3:58 min

• Total time taken: 19:22 min 

Edited oui-patch.xml with only 2 RUs

• 136 lines

• Space check:  0:09 min

• Conflict check: 0:08 min

• Check during apply: 0:12 min

• Raw patch apply: 3:51 min

• Total time taken: 4:20 min 
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Patching Performance

Workaround

• Don't clone your home, don't patch in-place

• Instead, install and patch a new home

• You may use ./runInstaller –applyRU ... –applyOneOffs ...

• Editing oui-patch.xml is not officially supported

Further Information

• https://mikedietrichde.com/2022/05/10/binary-patching-is-slow-because-of-the-inventory/

41 Copyright © 2022, Oracle and/or its affiliates



The Database Patching Process
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FIND
Find the right 
bundle and 
one-off patches 

INSTALL

Download and 
install the patches

APPLY
Apply the patches 
to the database
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Recompile invalid objects 
before invoking datapatch



Apply changes to the Database
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Startup the database instance in 

the new or patched home
Start all pluggable databases

Patch the database using 
$ORACLE_HOME/OPatch/datapatch

CDB$ROOT, PDB$SEED and all open PDBs 

will be patched

One database per invocation

Multiple datapatch sessions in parallel

Does update REGISTRY$SQLPATCH

Datapatch User Guide (Doc ID 2680521.1)

https://support.oracle.com/epmos/faces/DocContentDisplay?id=2680521.1


$ORACLE_HOME/OPatch/datapatch
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$ORACLE_HOME/sqlpatch/sqlpatch

$ORACLE_HOME/sqlpatch/sqlpatch.pl

use strict;

use Getopt::Long;

use sqlpatch.pm



Datapatch | Patch Apply Sequence
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datapatch 1 Java patches

2 Bundle patches

3 One-off patches



Patch 333 – One-off Patch

Patch 222 – Bundle Patch

Patch 111 – Java Patch

Patch 666 – One-off Patch

Patch 555 – Bundle Patch

Patch 444 – Java Patch

Binary Registry after opatch:

SQL Registry before datapatch:

Datapatch | Patch Rollback and Apply Queue
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Patch 444 – Java Patch

Patch 555 – Bundle Patch

Patch 666 – One-off Patch

Patch 111 – Java Patch

Patch 222 – Bundle Patch

Patch 333 – One-off Patch

Patch 222 to 555 – Bundle Patch

$ ./datapatch

datapatch queue

Rollback:

Apply:

Rollback:

Cumulative:

Apply:



Datapatch | Rollback Script
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Apply/rollback scripts:
$ORACLE_HOME/sqlpatch/.../nnn_apply.sql

$ORACLE_HOME/sqlpatch/.../nnn_rollback.sql

Rollback scripts (zipped as BLOB):
SELECT PATCH_DIRECTORY

FROM REGISTRY$SQLPATCH



Patching a Container Database
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datapatch simply "does the right thing"

Only open PDBs will be patched

Sequence:

CDB$ROOTdatapatch

PDB$SEED

PDB001

PDB002

PDB003

PDB004
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Significantly speed up patching using 
AutoUpgrade Distributed Patching



Distributed Patching
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NODE 1

NODE 2

CDB$ROOT

PDB1

PDB2

PDB3

PDB4

PDB5

PDB6

PDB7

PDB8



Distributed Patching
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NODE 1

NODE 2

CDB$ROOT

PDB1

PDB2

PDB3

PDB4

PDB5

PDB6

PDB7

PDB8



Distributed Patching

To enable distributed patching
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$ cat RACCDB.cfg

upg1.source_home=/u01/app/oracle/product/19/dbhome_19_15

upg1.target_home=/u01/app/oracle/product/19/dbhome_19_16

upg1.sid=RACCDB

upg1.tune_setting=distributed_upgrade=true

$ java -jar autoupgrade.jar -config RACCDB.cfg -mode deploy
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Less components,

Faster patching

Typical candidates: 

• JAVAVM
• ORDIM
• SDO



opatchauto datapatch Performance Improvement

Old behavior

• opatchauto invokes opatch on every 
node

• opatchauto then invokes datapatch on 
every node

Result:
Many useless datapatch calls since it needs 
to be executed only once the last node has 
been patched

New behavior

• opatchauto invokes opatch on every 
node

• opatchauto invokes datapatch on last 
patched node

Result:
Useless datapatch calls avoided, faster 
patch runs. Fix is included in the current 
opatch
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Patching Strategies

Patching Basics

The Database Patching Process

Tips for Patching Success
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• Upgrade to Oracle Database 19c

• Always patch out-of-place 

• Avoid downtime with RAC Rolling Patching

• Always use the latest OPatch

• Use out-of-place patching with a brand-new Oracle Home

• Recompile invalid objects before invoking datapatch

• Significantly speed up patching using Distributed Patching

• Less components, faster patching



YouTube | Oracle Database Upgrades and Migrations

• 200+ videos

• New videos every week

• No marketing

• No buzzwords

• All tech
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Link

https://www.youtube.com/channel/UCTKvCZwAbOeTSRFQDAh7yXw


THANK
YOU

Visit our blogs:

https://MikeDietrichDE.com

https://DOHdatabase.com

https://www.dbarj.com.br/en

https://mikedietrichde.com/
https://dohdatabase.com/
https://www.dbarj.com.br/en


THANK
YOU

Webinars:

https://MikeDietrichDE.com/videos

YouTube channel:

OracleDatabaseUpgradesandMigrations

https://mikedietrichde.com/videos
https://www.youtube.com/c/OracleDatabaseUpgradesandMigrations


THANK
YOU



Appendix

Things we would have loved to talk about, but didn't have time to 
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Overview

Patch Set Updates, Bundle Patches, 
Release Updates, Release Update Revisions



Patching | Before Oracle Database 12.2

Base Release

PSU 1

PSU 2

PSU 3

PSU 4

BP 1

BP 2

BP 3

BP 4



Patching | Since Oracle Database 12.2

Base Release

RU 1

RU 2

RUR 1 on top of RU 1

RU 3

RUR 1 on top of RU 2

RUR 2 on top of RU 1

RU 4

RUR 1 on top of RU 3

RUR 2 on top of RU 2

RUR 1 on top of RU 4

RUR 2

RUR 2

on top of RU 3

on top of RU 4



Patching | From Oracle Database 19.17.0 (Oct 2022)

Base Release

RU 1

RU 2

RU 3

RU 4

RU 1 + MOS 555.1 merge

RU 2 + MOS 555.1 merge

RU 1 + updated MOS 555.1 merge

RU 2 + updated MOS 555.1 merge

RU 3 + MOS 555.1 merge RU 3 + updated MOS 555.1 merge

RU 4 + MOS 555.1 merge RU 4 + updated MOS 555.1 merge



Timeline | Release Updates

January April July October January April July October January April July October January April July

19c 19.6.0 19.9.0 19.8.0 19.9.0 19.10.0 19.11.0 19.12.0 19.13.0 19.14.0 19.15.0 19.16.0 19.17.0 19.18.0 19.19.0 19.20.0

21c 21.3.0 21.4.0 21.5.0 21.6.0 21.7.0 21.8.0 21.9.0 21.10.0 21.11.0 21.12.0

2020 2021 2022 2023



Oracle Java Virtual Machine

Do you have OJVM?

Do you need OJVM?
Do you use OJVM?
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Oracle Java Virtual Machine | OJVM

OJVM Security Fixes – average risk score in quarterly patches: ⌀ 7.2

6,5

9,0 9,0 9,0 9,0 9,0 9,0 9,1 9,0

5,3

9,9

8,2 8,3
8,5

5,3

9,8

3,5

7,5

6,8 6,8

7,5

8,0 8,0

3,1

4,8

5,3

4,3

7,1

4,3

6,5 6,5

0,0

1,0

2,0

3,0

4,0

5,0

6,0

7,0

8,0

9,0

10,0

Ja
n/15

Apr/
15

Ju
l/1

5

O
ct

/15

Ja
n/16

Apr/
16

Ju
l/1

6

O
ct

/16

Ja
n/17

Apr/
17

Ju
l/1

7

O
ct

/17

Ja
n/18

Apr/
18

Ju
l/1

8

O
ct

/18

Ja
n/19

Apr/
19

Ju
l/1

9

O
ct

/19

Ja
n/20

Apr/
20

Ju
l/2

0

O
ct

/20

Ja
n/21

Apr/
21

Ju
l/2

1

O
ct

/21

Ja
n/22

Apr/
22

Ju
l/2

2

Highest single OJVM Base Score per Security Alert since January 2015



Check | OJVM 

Is OJVM installed? 

select COMP_ID, COMP_NAME, VERSION from DBA_REGISTRY order by 1; 

COMP_ID COMP_NAME VERSION

CATALOG Oracle Database Catalog Views 1 9 . 1 3 . 0 . 0 . 0

CATJAVA Oracle Database Java Packages 1 9 . 1 3 . 0 . 0 . 0

CATPROC Oracle Database Packages and Types 1 9 . 1 3 . 0 . 0 . 0

JAVAVM JServer JAVA Virtual Machine 1 9 . 1 3 . 0 . 0 . 0

OLS Oracle Label Security 1 9 . 1 3 . 0 . 0 . 0

ORDIM Oracle Multimedia 1 9 . 1 3 . 0 . 0 . 0

OWM Oracle Workspace Manager 1 9 . 1 3 . 0 . 0 . 0

XDB Oracle XML Database 1 9 . 1 3 . 0 . 0 . 0

XML Oracle XDK 1 9 . 1 3 . 0 . 0 . 0



Recommendation | OJVM – Option 1 

Patch

Disable

Remove

Patch it quarterly

• Separate download

or 

• Combo patch bundles
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Recommendation | OJVM – Option 1 

Patch

Disable

Remove

Single Instance

• Straight forward, instance is down during patching

• Java system patched during downtime

RAC

• See MOS Note: 2217053.1
RAC Rolling Install Process for the "Oracle JavaVM Component Database PSU/RU"
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=2217053.1


Recommendation | OJVM – Option 1 

Patch

Disable

Remove
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Oracle Database 21c Fully RAC Rolling Installable
No Datapatch downtime

Oracle Database 19c RAC Rolling Installable
No Datapatch downtime, but java system is patched 
which requires ~10 second outage. Connected 
clients using java will receive ORA-29548



Recommendation | OJVM – Option 2 

Patch

Disable

Remove

Disable OJVM with the Mitigation Patch

• For cases when

• Patching the OJVM is not immediately possible

• OJVM can't be removed

• Not RAC Rolling installable

• Mitigation Patch must be disabled when you upgrade or patch

• Present in all PSUs, BPs and RUs since 2018

• Can be enabled/disabled on PDB level

• Further information:

• MOS Note: 1929745.1

• OJVM and the Mitigation Patch – Things to Know in 2020

• Do you need the Mitigation Patch in CDB$ROOT and all PDBs?
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=2217053.1
https://mikedietrichde.com/2020/03/31/ojvm-and-the-mitigation-patch-things-to-know-in-2020/


Recommendation | OJVM – Option 2

Patch

Disable

Remove

Enable the Mitigation Patch option

Disable JVM

Before you patch or upgrade

Important:

Disable JAVAVM in PDB$SEED to ensure newly provisioned PDBs have 
JAVAVM disabled out of the box
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@?/rdbms/admin/dbmsjdev.sql

exec DBMS_JAVA_DEV.DISABLE

exec DBMS_JAVA_DEV.ENABLE



Recommendation | OJVM – Option 3

Patch

Disable

Remove

Remove OJVM from the database

• non-CDB

• MOS Note: 2314363.1 
Safe repair/reinstall of the JVM Component in 11.2 and up
- Just stop after removal

• CDB

• MOS Note: 2262919.1
Repairing/Reinstalling JVM To A Multitenant Database (CDB and all 
PDBs)

• See also:

• JAVAVM and XML Cleanup in the database
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https://support.oracle.com/epmos/faces/DocContentDisplay?id=2314363.1
https://support.oracle.com/epmos/faces/DocContentDisplay?id=2262919.1
https://mikedietrichde.com/2017/08/07/javavm-xml-clean-oracle-database-11-2-12-2/
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Recommendation | OJVM

Does OJVM require STARTUP UPGRADE?

• No!

• Blog: Do you need STARTUP UPGRADE for OJVM?

• If you ran it in STARTUP UPGRADE before, use:
• ./datapatch -verbose -skip_upgrade_check

https://mikedietrichde.com/2020/01/23/do-you-need-startup-upgrade-for-ojvm/


TIP #3 – UPTIME

No STARTUP UPGRADE for datapatch.
Not even when you patch OJVM.
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Apply changes to the Database

Recompilation threshold for invalid objects

• Now: 300 invalid objects

• No recompilation attempted when less than 300 objects are invalid

• Can be controlled by -recomp_threshold parameter

• Oracle 12.2.0.1 and higher since RU July 2019

• Bug 30485255 - Datapatch: Increase Automatic Revalidation Threshold To 300

https://support.oracle.com/epmos/faces/DocumentDisplay?id=30485255.8

