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Release Strategy

Lifetime Support Policy and Upgrade Path




Lifetime Support Policy
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Lifetime Support Policy
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Lifetime Support Policy
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Oracle Security Blog Follow: 3\

Security Updates

Accelerating Vulnerability Detection and Response
at Oracle

April 29,2026 | 3 minute read

ﬁ Integrated Cyber Center (ICC)

The latest generation of Al is transforming how software vulnerabilities are identified and fixed, increasing the speed and
scale of discovery and remediation.

At Oracle, we have long applied Al across our cloud and software environments to support security testing, vulnerability
detection, and code analysis. These capabilities run on Oracle Cloud Infrastructure (OCl), leveraging OCI Al services,
infrastructure, and development platforms to operate continuously at scale.

Oracle has access to leading frontier Al models, including Anthropic's Claude Mythos Preview and OpenAl's most capable
models through Trusted Access for Cyber, and we are extending our capabilities with these models to improve how quickly
and effectively vulnerabilities are identified. Combined with our Al-enabled security operations, these capabilities are
applied across Oracle-developed software and services, Oracle Health, and the open-source components we build and use
in our products.

The recult ic stroneer code earlier identification of rick and miticatione and better nrotection for Oracle and our
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Security

* Accelerating Vulnerability Detection and Response at Oracle

» Update: Monthly Critical Security Patch Updates (CSPUs) Begin May 28, 2026

—i0

Take Action Today: Protect Your Oracle Database Against Al-Enabled Cybersecurity Threats

*  Recommendations to Help Protect Oracle Databases from Emerging Al-enabled Security Threats

(PNEWS3015
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You must upgrade to
a Long-Term Support Release

e Oracle Al Database 26ai
e Oracle Database 19¢



AutoUpgrade

Only supported method for upgrading to Oracle Al Database 26ai
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AutoUpgrade

1 Upgrading

2 Non-CDBto PDB

g

3  Patching



g

One single tool for everything
- on all platforms



-- Always use the latest version of AutoUpgrade
-- Available as a direct download from oracle.com or MOS (KB123450)

wget https://download.oracle.com/otn-pub/otn_software/autoupgrade.jar
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It starts with an Oracle home
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DEMO

Download patches
Install Oracle home
Create gold image

[®] Watch on YouTube
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https://youtu.be/JUtG4hLK8hI

But What About ...



PATCH WITHOUT THE OUTAGE WINDOW
Stay Current When Attackers Move Fast

Today, 14:15 - 15:00

LRN6040



Downloading / Creating Oracle home / Gold image

* Webinar: Database Patching for DBAs — Patch smarter, not harder

* Webinar: Patch smarter, not harder — MS Windows Special Edition

—i0

» Blog post: AutoUpgrade Patching — From Zero to Hero — Part 1: Download AutoUpgrade

» Blog post: AutoUpgrade New Features: Create and Use Your Own Gold Images
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Your Options
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.sid=SALES

upgl.target_cdb=CDB1
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_ 4
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That's it!
Unless you want more...



global.global log dir=/home/oracle/autoupgrade/logs

upgl.sid=SALES

upgl.target_cdb=CDB1
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_ 4
upgl.run_dictionary_health=critical
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.

sid=SALES

target_cdb=CDB1
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
run_dictionary_health=critical

timezone_upg=yes
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Time Zone Upgrade

You can skip the time zone upgrade when:
* You would like to shorten downtime

* You have no TIMESTAMP WITH TIMEZONE data
* Or, itis not affected by DST convention changes
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Oracle recommends performing
the Time Zone upgrade

—i0

»  Either during the upgrade or at a later time
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
.run_dictionary_health=critical

upgl

upgl.
upgl.

sid=SALES

target_cdb=CDB1
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4

timezone_upg=yes
remove_underscore_parameters=yes
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
.delete before upgrade pfile=/home/oracle/scripts/SALES_ remove.ora

upgl

sid=SALES

target_cdb=CDB1
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
run_dictionary_health=critical

timezone_upg=yes

remove_underscore_parameters=yes

add_after_upgrade pfile=/home/oracle/scripts/SALES add.ora
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-- Start the pre-upgrade analysis to determine the upgrade readiness
-- Non-intrusive and lightweight check of the database

java -jar autoupgrade.jar -config sales.cfg -mode analyze
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sales

DATABASE COMPONENTS
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-- AutoUpgrade "deploy" mode starts the upgrade incl. all pre- and post-tasks

java -jar autoupgrade.jar -config sales.cfg -mode deploy
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h@ Check your standby database

e Check webinar for details
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https://www.youtube.com/watch?v=k0wCWbp-htU&t=5165s

Your Options?
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Your Options?

The option

=S

Multitenant
architecture

The option
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The option
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The option
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Upgrade entire CDB, including all PDBs

Upgrade single PDB



global.global log dir=/home/oracle/autoupgrade/logs
upgl.sid=CDB1

upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.sid=CDB1
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4
upgl.raise_compatible=no
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Wait one or two weeks before raising
the COMPATIBLE parameter

—i0

« If you can afford a short outage
*  Preserves the downgrade option
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.sid=CDB1
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4
upgl.raise_compatible=no
upgl.drop_grp_after_upgrade=yes
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.sid=CDB1
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4
upgl.raise_compatible=no
upgl.drop_grp_after_upgrade=yes

upgl.emcli path=/u@l/app/oracle/oem

upgl.em target name=CDB1_myhost.domain.int
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.

sid=CDB1
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
raise_compatible=no

drop_grp_after_upgrade=yes

emcli path=/u@l/app/oracle/oem
em_target_name=CDB1_myhost.domain.int

rman_catalog_connect_string=catalogdb
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.sid=CDB1
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4
upgl.raise_compatible=no

upgl.drop_grp_after_upgrade=yes
upgl.emcli_path=/u@l/app/oracle/oem
upgl.em_target_name=CDB1_myhost.domain.int

upgl.rman_catalog _connect_string=catalogdb
upgl.run_dictionary_health=critical

upgl.timezone_upg=yes

upgl.remove_underscore_parameters=yes
upgl.add_after_upgrade_pfile=/home/oracle/scripts/CDB1_add.ora
upgl.delete_before_upgrade_pfile=/home/oracle/scripts/CDB1_remove.ora
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java -jar autoupgrade.jar -config sales.cfg -mode analyze

java -jar autoupgrade.jar -config sales.cfg -mode deploy
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Upgrade faster by processing
more PDBs concurrently

Finetune the upgrade



upgl.catctl_options=-n 16 -N 2
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e 2
upgl.catctl_options=-n 24 -N 1
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h@ Upgrading Data Guard
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Upgrade Data Guard | MAA Method

— — —— o
Oracle Home . % \ Redo Transport > % e
14.33.0 (=1 — — 8

.

“u

B I_E’
& | A
— 8-

Redo Transport

Oracle Home i @/ |

232064
g ==
B
&
java -jar autoupgrade.jar \ java -jar autoupgrade.jar \
-config ... \ -config ... \
-mode deploy -mode deploy
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Upgrade Data Guard | MAA Method

» Complies with MAA architecture
» Database is protected during upgrade
+ Standby applies logs throughput the process

» Shortest possible downtime
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Speed up upgrades of RAC databases

>
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Distributed Upgrade

NODE 1
PDB1 PDB3 PDB5 PDB7 PDB9
CDB$ROOT
PDB2 PDB4 PDB6 PDB8 -

CLUSTER_DATABASE=FALSE

NODE 2

PDB10

NODE 3
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Distributed Upgrade

NODE 1
PDB1 PDB3
CDB$ROOT
PDB2 PDB4

CLUSTER_DATABASE=FALSE CLUSTER_DATABASE=TRUE

NODE 2

PDB6

PDB9

NODE 3
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$ cat RACCDB1.cfg

global.autoupg log dir /home/oracle/autoupgrade/logs

upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4

upgl.sid=RACCDB1
upgl.tune_setting=distributed_upgrade=true
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$ cat RACCDB1.cfg

global.autoupg log dir /home/oracle/autoupgrade/logs

upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target_home=/u@l/app/oracle/product/dbhome_26_4

upgl.sid=RACCDB1
upgl.tune_setting=distributed_upgrade=true,active nodes limit=<number>
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The option
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Upgrade entire CDB, including all PDBs

Upgrade single PDB



Upgrade via Refreshable Clone PDB

aff

CREATE

In CDB on Oracle Al
Database 26ai, create a
copy of PDB over a
database link
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REFRESH

Apply redo from source to
keep PDB up-to-date

OUTAGE

Disconnect users and
refresh PDB for the last
time

@

UPGRADE

Upgrade PDB to
Oracle Al Database 26ai



Upgrade via Refreshable Clone PDB
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system@l.dbf
sysaux@l.dbf
usersol.dbf
undo@1.dbf

System 1

/

System 2

S5

Ioool

\

/
19c

database
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Upgrade via Refreshable Clone PDB

System 1

system@l.dbf —
sysaux@l.dbf -—
users@l.dbf o]

undo@1.dbf

@@% Could be same

[ system as well
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Upgrade via Refreshable Clone PDB

onr W\“' .
A srtS Giotlredfrasid
SR PeServed and|dstovmed+
for rollpack
\ System 1 System 2
. N

system@l.db —
sysaux@1.dbf g E = ee%
users@l.dbf = [~+3]
undo@1.dbf
e / Copy data files

over database link
‘Damlaas%:
CREATE PLUGGABL B

upg> proceed Job <no>
Repeat every
2D winntes

Seurce da+ Abase
’S S+|” OVII“/’C
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.pdbs=SALES
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global.global log dir=/home/oracle/autoupgrade/logs
upgl.pdbs=SALES

upgl.sid=CDB19
upgl.target_cdb=CDB26
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.pdbs=SALES

upgl.sid=CDB19

upgl.target_cdb=CDB26
upgl.source_home=/u@l/app/oracle/product/dbhome_19 33
upgl.target home=/u@l/app/oracle/product/dbhome_26_4
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.

pdbs=SALES

sid=CDB19

target_cdb=CDB26
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
source _dblink.SALES=CLONEPDB 1800
drop_dblink=yes
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.

pdbs=SALES

sid=CDB19

target_cdb=CDB26
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
source_dblink.SALES=CLONEPDB 1800
drop_dblink=yes

target _pdb_name.SALES=SALES26
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
.target pdb copy option.SALES=file name_convert=NONE

upgl

pdbs=SALES

sid=CDB19

target_cdb=CDB26
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
source_dblink.SALES=CLONEPDB 1800
drop_dblink=yes

target_pdb_name.SALES=SALES26

parallel pdb creation_clause.SALES=2
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global.global log dir=/home/oracle/autoupgrade/logs

upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
upgl.
.target_pdb_copy_option.SALES=file name_convert=NONE

upgl

upgl.

pdbs=SALES

sid=CDB19

target_cdb=CDB26
source_home=/u@l/app/oracle/product/dbhome_19 33
target_home=/u@l/app/oracle/product/dbhome_26 4
source_dblink.SALES=CLONEPDB 1800
drop_dblink=yes

target_pdb_name.SALES=SALES26

parallel pdb creation_clause.SALES=2

start_time=19/01/2038 03:14:07
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Refreshable Clone

1 2

Run on source Run on target
autoupgrade.jar ... -mode analyze autoupgrade.jar ... -mode deploy
autoupgrade.jar ... -mode fixups
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Key Benefits

1 Less downtime

2 Excellent rollback option

N

3 For PDBs and non-CDBs
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We used AutoUpgrade and refreshable clone

to move a mission-critical 76 TB database

to Oracle Database 23ai in less than 45 minutes
- while preserving the source as rollback option

Portuguese Government Agency
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Works everywhere
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{0

h@ Check your standby database

e Check webinar for details
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https://www.youtube.com/watch?v=k0wCWbp-htU&t=5165s

Works everywhere

* Base Database Service

+ Exadata Database Service
» Exadata Cloud@Customer
* On-prem and other clouds
» Exascale migration

* Non-CDB to PDB migration
» PDB upgrade

* On-prem to cloud migration
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Downloading / Creating Oracle home / Gold image

* Webinar: Move to Oracle Database 23ai — Everything you need to know about Oracle Multitenant —

Part 1

—i0

* Webinar: Best Practices for Upgrading to Oracle Al Database 26ai

» Blog post: Upgrade to Oracle Al Database 26ai
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https://youtu.be/k0wCWbp-htU
https://youtu.be/k0wCWbp-htU
https://youtu.be/k0wCWbp-htU
https://youtu.be/k0wCWbp-htU
https://youtu.be/k0wCWbp-htU
https://youtu.be/3wCDcbvRtWw
https://dohdatabase.com/upgrade26

That's a lot of

CONFIG FILE PARAMETERS



‘What would you like to build?

AutoUpgrade Composer

https://autoupgrade-composer.com
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ALIS

https://ora600pl.github.io/alis



https://ora600pl.github.io/alis
https://ora600pl.github.io/alis
https://autoupgrade-composer.com/
https://autoupgrade-composer.com/
https://autoupgrade-composer.com/
https://autoupgrade-composer.com/

Marcus Vinicius Miguel Pedro Kamil Stawiarski

ACE Director ACE Director
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https://apexadb.oracle.com/ords/ace/profile/kstawi215
https://apexadb.oracle.com/ords/ace/profile/viniciusdba

1
&= A few initialization parameters
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--Default value is for CDBs with many PDBs
--Other places, it leads to concurrency issues
--Reset back to 12.1 default as described in MOS KB147694

alter system set " _cursor_obsolete_threshold"=1024;
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--Default value is for CDBs with many PDBs
--Other places, it leads to concurrency issues
--Reset back to 12.1 default as described in MOS KB147694

alter system set " cursor_obsolete threshold"=1024
comment="Added 2026-10-27 - Advice from MOS Note: KB147694";
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--Information from PDB$SEED is hidden from CDB-views by default
--Set parameter and all CDB-views now display all information about PDB$SEED

alter system set " _exclude_seed cdb_view"=false
comment="Always display PDB$SEED information";
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--Use up to 3 user-created PDBs
--without a license for Multitenant option.
--Applies to Oracle Database 19c and newer, including SE2

alter system set max_pdbs=3;
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== Don't forget your clients

*  Ensure they are compatible with Oracle Al Database 26ai
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Client / Server Interoperability

Client |_
version  [26m |

[26ai#11  |ves |
[21c [Yes |
[19¢ ves |

MOS Note: KB141043 - Client / Server Interoperability Support Matrix
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https://support.oracle.com/support/?documentId=KB141043
https://support.oracle.com/support/?documentId=KB141043
https://support.oracle.com/support/?documentId=KB141043

-
Client / Server Interoperability '

Client | Server Version |
Version [26ai  |[21c |[19¢ |[18¢ |[12.2.0 [[12.1.0 1120 |
‘26ai‘“‘11 “Yes “Yes HYes “No “No HNo HNo ‘
‘Zlc HYes “Yes HYes “Was “Was HYESLIZ HNO ‘
‘19c HYes “Yes |Yes I Was HWas HYes”12 HYes“9 ‘
’18c HNo H\Nas HWaS | as “Was HWas “Was"“9 ‘
|12.2.0 HNo HWaS HWas | as HWas HWas HWas ]
[12.1.0 N0 |[ves12  |lves#t2  |fwas |[was |ves*12  |lvest12 |
1120 [No  JiNo et fvas?®  [was  [ivesf2  lvestd |

1|05 Note. KBI41043 - Client /S — :


https://support.oracle.com/support/?documentId=KB141043
https://support.oracle.com/support/?documentId=KB141043
https://support.oracle.com/support/?documentId=KB141043

If possible, Oracle recommends
upgrading clients to the latest 26ai driver
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If you must use a 19c driver,
update to the latest version
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--List current connections and their driver details
--Join to gv$session for more details.

select * from gv$session connect_info;
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—i0

The same certification matrix applies
to database links as well



Further Information
Client / Server Interoperability

» Client / Server Interoperability Support Matrix (KB141043)

—i0

» Blog post: Are Your Oracle Database Clients Ready for the next Database Upgrade?
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https://support.oracle.com/support/?documentId=KB141043
https://dohdatabase.com/2024/03/19/are-your-oracle-database-clients-ready-for-the-next-database-upgrade

Key Learnings

1 Only use long-term support releases

2 Update database and clients

N

3 Use AutoUpgrade
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Help shape our future events.
Get rewarded.

@ Download the Oracle Events app

a Share your feedback in-app
Scan the QR Code and complete all qualifying surveys

Earn a giveaway N In-app surveys
e Proceed to the Swag Station in the Hub
after completing your surveys
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