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Recorded Web Seminars

https://MikeDietrichDE.com/videos

More than 45 hours of technical content 
On-demand, anytime, anywhere

https://mikedietrichde.com/videos


Patching 2026
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How often do you apply patches?

• Monthly?
• Quarterly?
• Twice a year?
• Once a year?
• Never touch a running system?
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https://www.oracle.com/security-alerts
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Oracle Critical Patch Update Advisory - October 2026
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Oracle Critical Patch Update Advisory - October 2026

15 Copyright © 2026, Oracle and/or its affiliates 



Oracle Critical Patch Update Advisory - October 2026
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Subscribe to email notifications

• Critical Patch Updates and Security Alerts

https://www.oracle.com/security-alerts/securityemail.html
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Why should you patch?







You must upgrade to 
Oracle Database 19c or 
Oracle AI Database 26ai

Everything older must be upgraded instantly – no exceptions



You must patch monthly

The world has changed dramatically – this is the new reality
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You must upgrade to Oracle Database 19c 
or Oracle AI Database 26ai
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You must patch your database with the 
most recent Release Update quarterly
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You should patch monthly

• Are you ready for it?
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Link

https://blogs.oracle.com/security/update-monthly-critical-security-patch-updates-cspus-begin-may-28-2026
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Release Updates are the primary vehicle 
for delivering security patches

• Plus bug fixes, regression fixes and more



Release Update Contents – Oracle Database 19c
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Database 19 Release Updates and Revisions Bugs Fixed Lists (KB850150)
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Release Update Contents – Oracle AI Database 26ai

Source: oradiff.oracle.com
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How many security fixes get shipped?

Let's ask
Rodrigo Jorge

oradiff.oracle.com
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RU Security Patches – Oracle Database 19.32.0 è 19.33.0
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RU Security Patches – Oracle Database 23.26.3 è 23.26.4
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If you don't apply a recent Release 
Update, you will miss thousands of 
security fixes
• In total, almost 2,200 security fixes on 19.33.0
• In total, almost 4,000 security fixes on 23.26.4



Older Release Updates?
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Quarterly Release Updates
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January April July October January April July October January April July October January April July

19c 19.22.0 19.23.0 19.24.0 19.25.0 19.26.0 19.27.0 19.28.0 19.29.0 19.30.0 19.31.0 19.32.0 19.33.0 19.34.0 19.35.0 19.36.0

21c 21.13.0 21.14.0 21.15.0 21.16.0 21.17.0 21.18.0 21.19.0 21.20.0 21.21.0 21.22.0 21.23.0 21.24.0 21.25.0 21.26.0 21.27.0

26ai 23.5.0 23.6.0 23.7.0 23.8.0 23.9.0 23.26.0 23.26.1 23.26.2 23.26.3 23.26.4 23.27.1 23.27.2 23.27.3

2024 2025 2026 2027



Monthly Recommended Patches

36Copyright © 2026, Oracle and/or its affiliates 

January February March April May June July August September October November December January February

19.30.0 19.30.0 MRP1 MRP2 MRP3 MRP4 MRP5 MRP6

19.31.0 19.31.0 MRP1 MRP2 MRP3 MRP4 MRP5 MRP6

19.32.0 19.32.0 MRP1 MRP2 MRP3 MRP4 MRP5 MRP6

19.33.0 19.33.0 MRP1 MRP2 MRP3 MRP4

2026 2027

Linux only for Oracle Database 19c and Oracle AI Database 26ai



Critical Security Patch Updates
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On all platforms except Linux for 19c and 26ai

January February March April May June July August September October November December January February

19.30.0 19.30.0 CSPU1

19.31.0 19.31.0 MRP1 MRP2 CSPU1 CSPU2 CSPU3 CSPU4

19.32.0 19.32.0 CSPU1 CSPU2 CSPU3 CSPU4 CSPU5 CSPU6

19.33.0 19.33.0 CSPU1 CSPU2 CSPU3 CSPU4

2026 2027



Content

MRP – Monthly Recommended Patch

• KB188772

• Critical fixes

• Regression fixes

• 3rd party tools security fixes

• Security fixes

CSPU – Critical Security Patch Update

• Critical fixes
• Security fixes

Copyright © 2026, Oracle and/or its affiliates 38

https://support.oracle.com/support/?documentId=KB188772
https://support.oracle.com/support/?documentId=KB188772


Patching Best Practices
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MRPs and CSPUs will co-exist

• MRPs on Linux for Oracle 19c and 26ai
• CSPUs on all other platforms, and for Oracle 21c
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Please wake up. This is real!!



Patching

Oracle AI Database

4
FINALIZE

3
PATCH

2
INSTALL

1
DOWNLOAD
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Downloading patches still the old way?
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Easiest way to download patches and 
install them? Use AutoUpgrade!!

• One single tool for all platforms
• Always, take the newest
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wget https://download.oracle.com/otn-pub/otn_software/autoupgrade.jar

-- Always use the latest version of AutoUpgrade
-- Available via direct download from oracle.com or KB123450

https://www.oracle.com/goto/upgrade
https://support.oracle.com/ic/builder/rt/customer_portal/live/webApps/customer-portal/?kmExternalId=KB123450
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AutoUpgrade Composer ALIS
https://ora600pl.github.io/alishttps://autoupgrade-composer.com

https://ora600pl.github.io/alis
https://ora600pl.github.io/alis
https://autoupgrade-composer.com/
https://autoupgrade-composer.com/
https://autoupgrade-composer.com/
https://autoupgrade-composer.com/
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Marcus Vinicius Miguel Pedro Kamil Stawiarski

ACE DirectorACE Director

https://apexadb.oracle.com/ords/ace/profile/kstawi215
https://apexadb.oracle.com/ords/ace/profile/viniciusdba
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global.global_log_dir=/home/oracle/autoupgrade-patching/log



50 Copyright © 2026, Oracle and/or its affiliates 

global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
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Learn how to configure the keystore 
in our previous webinar

• One-Button Patching – makes life easier
for every Oracle DBA

https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
https://www.youtube.com/watch?v=brnBavVLyM0&t=1902s
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU
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$ opatch apply

Oracle Interim Patch Installer version 12.2.0.1.17
Copyright (c) 2025, Oracle Corporation.  All rights reserved.

...

The OPatch being used has version 12.2.0.1.17 while the following patch(es) 
require higher versions:
Patch 38291812 requires OPatch version 12.2.0.1.47.
Please download latest OPatch from My Oracle Support.
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU,OPATCH
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Consume the most important fixes for 
known issues, regressions and security

• MRPs on Linux for Oracle 19c and 26ai
• CSPUs for Oracle 21c and on all non-Linux ports
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU,OPATCH,MRP
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Apply the OJVM bundle patch
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU,OPATCH,MRP,OJVM
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OJVM is embedded in Release Updates

• No separate download
• Complete RAC Rolling patching support
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Don't miss out on all the Data Pump fixes
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU,OPATCH,MRP,OJVM,DPBP
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What about AutoUpgrade itself?
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU,OPATCH,MRP,OJVM,DPBP,AU
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RU,OPATCH,MRP,OJVM,DPBP,AU
patch1.patch=RECOMMENDED



Recommended Patches
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patch1.patch=RECOMMENDED

OPATCH The latest OPatch

RU

OJVM

DPBP

The latest Release Update

OJVM bundle matching Release Update

Data Pump bundle patch matching RU

AU Latest version of AutoUpgrade

MRP/CSPU Latest available MRP/CSPU for this RU
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Apply latest JDK patch
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$ORACLE_HOME/jdk/bin/java -version

java version "1.8.0_471"
Java(TM) SE Runtime Environment (build 1.8.0_471-b09)
Java HotSpot(TM) 64-Bit Server VM (build 25.471-b09, mixed mode)
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,JDK
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Apply other patches 
via patch number



Apply the Most Important Patches - KB188772 / 555.1
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https://support.oracle.com/support/?documentId=KB188772
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,JDK,38238416



Copyright © 2026, Oracle and/or its affiliates76

Apply product-specific bundle patches
based on your usage
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,JDK,38238416,SDOBP
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,JDK,38238416,SDOBP,TEXT
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Any other bundle patch
AutoUpgrade should download?
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Patch the OCW component
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$ORACLE_HOME/OPatch/opatch lspatches

38632161;Database Release Update : 19.30.0.0.260120(REL-JAN260130) (38632161)
29585399;OCW RELEASE UPDATE 19.3.0.0.0 (29585399)
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It is mandatory to update OCW with 
Oracle RAC Database and Oracle Restart

• In the database Oracle home
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,JDK,OCW
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$ORACLE_HOME/OPatch/opatch lspatches

38632161;Database Release Update : 19.30.0.0.260120(REL-JAN260130) (38632161)
38661284;OCW RELEASE UPDATE 19.30.0.0.0 (38661284)
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AutoUpgrade downloads the GI RU
 - use it to patch Grid Infrastructure
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What else?
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=AHF,CVU,SQLCL,CPAT,DBSAT
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=EXAQFSDP:19,EXAPATCHMGR
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.platform=LINUX.X64
patch1.target_version=19
patch1.patch=OEM:13.5

patch2.platform=LINUX.X64
patch2.target_version=19
patch2.patch=OEM:24.1
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Your database host 
doesn't have internet access?



Using Download Mode

Copyright © 2026, Oracle and/or its affiliates92

Secure zoneOpen zone

autoupgrade.jar -mode download autoupgrade.jar -mode deploy

No internet access

NFS share

Be sure to set 

downlo
ad=no

Different OS?

Use platfo
rm



Using Proxy to Download Patches

$ export https_proxy='https://proxy.example.com:8080'

$ java -jar autoupgrade.jar ... -mode download
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Let's download some patches
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,MRP,38854064,37690446,34672698,34774667,29213893,SDOBP,TEXT,JDK,OCW
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,MRP,38854064,37690446,34672698,34774667,29213893,SDOBP,TEXT,JDK,OCW

patch2.target_version=19
patch2.platform=AIX.X64
patch2.patch=RECOMMENDED,JDK,OCW
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global.global_log_dir=/home/oracle/autoupgrade-patching/log
global.keystore=/home/oracle/autoupgrade-patching/keystore
global.download_folder=/home/oracle/autoupgrade/patches

patch1.target_version=19
patch1.platform=LINUX.X64
patch1.patch=RECOMMENDED,MRP,38854064,37690446,34672698,34774667,29213893,SDOBP,TEXT,JDK,OCW

patch2.target_version=19
patch2.platform=AIX.X64
patch2.patch=RECOMMENDED,JDK,OCW

patch3.target_version=26
patch3.platform=LINUX.X64

patch3.patch=RECOMMENDED,JDK,OCW
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-- Start AutoUpgrade in download mode to get the patches specified in the config file

java -jar autoupgrade.jar -config get.cfg -mode download



DEMO
Download patches
• Multiple releases
• Multiple platforms
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Watch on YouTube

https://youtu.be/OU_ApsSOOx0


100 Copyright © 2026, Oracle and/or its affiliates 

4
FINALIZE

3
PATCH

2
INSTALL

1
DOWNLOAD
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Always patch Out-of-Place

• Don't argue with us J
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cat install19.cfg

   global.global_log_dir=/home/oracle/autoupgrade-patching/log
   global.download_folder=/home/oracle/autoupgrade/patches
   patch1.source_home=/u01/app/oracle/product/dbhome_19_32
   patch1.target_home=/u01/app/oracle/product/dbhome_19_33
   patch1.patch=RECOMMENDED

Settings

Patches
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cat install19.cfg

   global.global_log_dir=/home/oracle/autoupgrade-patching/log
   global.download_folder=/home/oracle/autoupgrade/patches
   patch1.source_home=/u01/app/oracle/product/dbhome_19_32
   patch1.target_home=/u01/app/oracle/product/dbhome_19_33
   patch1.patch=RECOMMENDED

java -jar autoupgrade.jar -config install19.cfg -mode create_home
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Override source home setting
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global.global_log_dir=/home/oracle/autoupgrade-install/log
global.download_folder=/home/oracle/autoupgrade/patches

patch1.source_home=/u01/app/oracle/product/dbhome_19_32
patch1.target_home=/u01/app/oracle/product/dbhome_19_33
patch1.patch=RECOMMENDED
patch1.home_settings.home_name=OraDbHome1933
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global.global_log_dir=/home/oracle/autoupgrade-install/log
global.download_folder=/home/oracle/autoupgrade/patches

patch1.source_home=/u01/app/oracle/product/dbhome_19_32
patch1.target_home=/u01/app/oracle/product/dbhome_19_33
patch1.patch=RECOMMENDED
patch1.home_settings.home_name=OraDbHome1933
patch1.home_settings.binopt.part=no



107 Copyright © 2026, Oracle and/or its affiliates 

global.global_log_dir=/home/oracle/autoupgrade-install/log
global.download_folder=/home/oracle/autoupgrade/patches

patch1.source_home=/u01/app/oracle/product/dbhome_19_32
patch1.target_home=/u01/app/oracle/product/dbhome_19_33
patch1.patch=RECOMMENDED
patch1.home_settings.home_name=OraDbHome1933
patch1.home_settings.binopt.part=no
patch1.home_settings.binopt.uniaud=yes
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Works with Oracle RAC databases, too!

• Automatically detected
• No additional configuration



Build and use Gold Images
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Download
Patches

Build 
Gold Image

Deploy / Install
Gold Image Patch
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cat buildGoldImage.cfg

   global.global_log_dir=/home/oracle/autoupgrade-patching/log
   global.download_folder=/home/oracle/autoupgrade/patches

   buildgold1.source_home=/u01/app/oracle/product/dbhome_19_32
   buildgold1.target_home=/u01/app/oracle/product/dbhome_19_33
   buildgold1.create_gold_image=db_home_1933.zip
   buildgold1.patch=RECOMMENDED
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cat buildGoldImage.cfg

   global.global_log_dir=/home/oracle/autoupgrade-patching/log
   global.download_folder=/home/oracle/autoupgrade/patches

   buildgold1.source_home=/u01/app/oracle/product/dbhome_19_32
   buildgold1.target_home=/u01/app/oracle/product/dbhome_19_33
   buildgold1.create_gold_image=db_home_1933.zip
   buildgold1.patch=RECOMMENDED

java -jar autoupgrade.jar -config buildGoldImage.cfg -mode create_home
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cat installGoldImage.cfg

   global.global_log_dir=/home/oracle/autoupgrade-patching/log
   global.download_folder=/home/oracle/autoupgrade/patches

   installgold1.source_home=/u01/app/oracle/product/dbhome_19_32
   installgold1.target_home=/u01/app/oracle/product/dbhome_19_33
   installgold1.patch=GOLDIMAGE:db_home_1933.zip
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cat installGoldImage.cfg

   global.global_log_dir=/home/oracle/autoupgrade-patching/log
   global.download_folder=/home/oracle/autoupgrade/patches

   installgold1.source_home=/u01/app/oracle/product/dbhome_19_32
   installgold1.target_home=/u01/app/oracle/product/dbhome_19_33
   installgold1.patch=GOLDIMAGE:db_home_1933.zip

java -jar autoupgrade.jar -config installdGoldImage.cfg -mode create_home
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INSTALL
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DOWNLOAD
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Patch a single instance database
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global.global_log_dir=/home/oracle/autoupgrade-patch/log

patch1.sid=CDB19
patch1.source_home=/u01/app/oracle/product/dbhome_19_32
patch1.target_home=/u01/app/oracle/product/dbhome_19_33



java -jar autoupgrade.jar -config CDB19.cfg -mode deploy

-- Patch the database according to the specification in the config file
-- This takes care of all the necessary steps, including pre- and post-tasks
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Rolling patch apply on 
Oracle RAC Database
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global.global_log_dir=/home/oracle/autoupgrade-patch/log

patch1.sid=CDB19
patch1.source_home=/u01/app/oracle/product/dbhome_19_32
patch1.target_home=/u01/app/oracle/product/dbhome_19_33
patch1.rac_rolling=auto

Default value
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patch1.rac_rolling 

DISABLED Patch using non-rolling method
(outage)

REQUIRED

AUTO

FORCE

Patch using rolling method or stop
if non-rolling patches are detected

Automatically detects the best approach
(default)

Force using rolling method
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AutoUpgrade stops the service 
using the default drain timeout

• But we give you more control
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global.global_log_dir=/home/oracle/autoupgrade-patching/log

patch1.sid=CDB191
patch1.source_home=/u01/app/oracle/product/dbhome_19_31
patch1.target_home=/u01/app/oracle/product/dbhome_19_32
patch1.rac_rolling=auto
patch1.drain_timeout=300
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global.global_log_dir=/home/oracle/autoupgrade-patch/log

patch1.sid=CDB19
patch1.source_home=/u01/app/oracle/product/dbhome_19_32
patch1.target_home=/u01/app/oracle/product/dbhome_19_33
patch1.rac_rolling=auto
patch1.drain_timeout=WAIT



drain_timeout

patch1.drain_timeout = WAIT

srvctl relocate service
-oldinst node1
-stopoption TRANSACTIONAL
-drain_timeout 2592000
-wait yes
-verbose

> proceed –job 101

srvctl stop instance
-instance node1
-stopoption IMMEDIATE
-drain_timeout 0
-failover
-verbose
-force

patch1.drain_timeout = 120

srvctl stop instance
-instance node1
-stopoption IMMEDIATE
-drain_timeout 120
-failover
-verbose
-force

patch1.drain_timeout (unset)

srvctl stop instance
-instance node1
-stopoption IMMEDIATE
-failover
-verbose
-force
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When unset, value used

will be the MAX drain

of all running services

on that instance.



Controlling the Draining
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srvctl relocate service \
   -stopoption TRANSACTIONAL \
   -drain_timeout 2592000 ...

autoupgrade.jar ... -mode deploy

srvctl srvctl stop instance \
   -stopoption IMMEDIATE \
   -drain_timeout 0 ...

upg> proceed -job 101

Repeat
process
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Patching Data Guard



127 Copyright © 2026, Oracle and/or its affiliates

Reduce downtime to the time it takes 
to perform a switchover
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Safely test and verify patches with 
Standby-First Patch Apply



Standby-First Patching
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Primary
Standby

Redo Transport
Oracle Home
19.31.0

Oracle Home
19.32.0

java -jar autoupgrade.jar \
-config ... \
-mode create_home

Redo Transport

DGMGRL> convert database PROD2 to snapshot standby;

Snapshot
standby

$ORACLE_HOME/OPatch/datapatchDGMGRL> convert database PROD2 to physical standby;DGMGRL> switchover to PROD2;

Redo Transport

Redo Transport

Users connect here

Users connect here

Implicit Flashback Database,reverts Datapatchjava -jar autoupgrade.jar \
-config ... \
-mode create_home

java -jar autoupgrade.jar \
-config ... \
-mode deploy

java -jar autoupgrade.jar \
-config ... \
-mode deploy

java -jar autoupgrade.jar \
-config ... \
-mode upgrade
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Patch must Standby-First installable

• RUs, MRPs and CSPUs are always Standby-First installable



Is your
Oracle Home
fully patched?

Check it with AutoUpgrade 26.7
using the Oracle Update Advisor

Add patch?

Replace patch?

Remove patch?
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You patched yesterday ...
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... but today is another day!!



DEMO
Check Status
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Watch on YouTube

https://youtu.be/OU_ApsSOOx0
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Don't forget the clients
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Every quarter, you should
evaluate the need for client patching

• Establish a structured process



AutoUpgrade Patching automation. Easy. Fast. Reliable.
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AutoUpgrade

1. Download patches

2. Create gold image

3. Install home

4. Patch database (incl RAC Rolling)
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A B O U T  T H E  S P E A K E R

Lucia Hustatyova

1

ENTERPRISE ARCHITECT · SENIOR DBA

Deutsche Telekom IT Solutions Slovakia
I design highly available Oracle architectures and automate the 
operations around them.

FOCUS  MAA · Data Guard · RAC · Exadata · GoldenGate · Patching · Migrations · 
Upgrades · TDE · Automation · REST API automation
BLOG  https://www.luciahustatyova.com

THREE BOOKS

Oracle AI Database 
23/26ai

GoldenGate 
M icroservices

M AA with GoldenGate 
HUB

Certifications
Triple Oracle Certified Master (10g, 11g, 
12c), Exadata specialist, cloud AI 
certifications.

Oracle ACE Pro
WomenTech Network 
Ambassador for Slovakia.

Sharing knowledge
Blogger, author and speaker at 
conferences and universities. 

4,000
employees at Deutsche Telekom IT Solutions Slovakia, 
in Košice

>200k
employees across Deutsche Telekom, in more than 40 
countries

#1
ICT employer in Slovakia

Academic Board
Academic Board Member responsible for 
reviewing and approving IT program 
accreditation changes.



W H Y  I T  M A T T E R S

Why patching matters more in the AI era

2

FASTER THREATS

THREATSAI accelerates vulnerability discovery 
and exploitation. The window between 
disclosure and attack is shrinking.

MORE DATA AT 
STAKE

AI brings vectors, enterprise data and 
business context closer together. 
Protecting the database protects the AI 
foundation.

BROADER ATTACK 
ATTACK SURFACE

SURFACEVector Search, Select AI, agents and new 
integrations introduce more functionality 
— and more components to secure.

Trusted AI starts with a trusted, patched database.



R E Q U I R E M E N T

Patching is required, not only recommended

3

01

Customers

02

Auditors

03

Between cycles

04

Evidence



O U R  B A S E L I N E

Patching is routine, and automation made it scale

4

1000+
Databases in every patch cycle.

4× / YEAR
Quarterly RU as the standard baseline.

≤30 DAYS
Target from release to production for 
relevant high-risk vulnerabilities.

~200h
Hands-on work per cycle, down from 
~1000h.

~80%
Manual steps removed by Ansible 
orchestration and AutoUpgrade.

19c → 26ai
Every production database is on 19c 
multitenant, with 26ai adoption started.



B E F O R E  A N D  N O W

From patching activity to patching factory

5

01
Multiple versions

11g / 12c / 19c

02
Custom patching

Ansible + AutoUpgrade + gold images

03
In-place

Patch existing home

04
Maintenance outage

Maintenance windows

Standardization made automation possible. Automation made scale possible.

Standardized platform
19c multitenant, moving toward 26ai

Standardized automation

Individual scripts/playbooks

Out-of-place
Build and switch to a new Oracle Home

Availability-aware patching
RAC rolling / Data Guard standby-first



O U R  P A T C H I N G  P R O C E S S

Quarterly by default, urgent CVEs evaluated separately

6

REGULAR PATCHING · EVERY QUARTER

Quarterly RU

4× a year

Prepare & test

10 days

Roll out

≤30 days

EVALUATION · EVERY REPORTED CVE, OUTSIDE THE REGULAR CYCLE

Receive → Our score → Decide Patch→



D E C I S I O N

When we apply the patch: 8 is high, 9 is out-of-band

7

C alculated  score What we do A utoUpg rade g o ld  im ag e level

9.0 -  10.0 C ritical O ut- of- band  patch S ecurityC ritical

7.0 -  8.9 H ig h (e.g . 8.2) N ext scheduled  cycle S ecurityH ig h

4.0 -  6.9 M edium N ext quarterly cycle S ecurityM edium

0.1 -  3.9 Low Reg ular RU S ecurityLow

A ctively exp lo ited Treated  as C ritical S ecurityC ritical

How we score: Oracle's CVSS base score from the CPU risk matrix, adjusted for our setup (databases 
are internal only, e.g. 9.1 becomes 8.2). The calculated score sets the deadline.

Gold images: AutoUpgrade gold images use the same levels. We set security_patch_level from the 
calculated score.



T E C H N I C A L  F L O W

Ansible orchestrates, AutoUpgrade patches

8

ANSIBLE
orchestrates

AUTOUPGRADE
patches

1  Prepare

2  Download 3  Deploy

4  Verify

↘

→

↗

security_patch_level follows our 
score: Critical, High, Medium or 
Low

NEAR-ZERO DOWNTIME · SAFE FALLBACK

RAC rolling patching Data Guard standby-first One CDB patch, every PDB Old home + rollback / restore



O r a c l e  2 6 a i

26ai changes the database, not our patching

9

01
SAME CADENCE

02
SAME TOOLS

03
SAME SAFETY

04
SAME EVIDENCE

New release, same process. 

26ai doesn’t change how we patch — 
it increases the need to make patching routine, automated and measurable.



T A K E A W A Y S

Three takeaways

10

01 Patch regularly, react by score
Quarterly RU as the baseline. Each reported CVE is scored: 7+ in 30 days, 9+ out-of-band.

02 Automate consistency, not only execution
Same image. Same checks. Same process. Same evidence.

03 Design for patchability
RAC, Data Guard, multitenant, out-of-place: low downtime, always a way back.
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THANK YOU

DEUTSCHE TELEKOM IT SOLUTIONS SLOVAKIA
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Webinar
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One-Button Patching
Makes life easier for every Oracle DBA

Recording on YouTube
Get the slides

Patch smarter, not harder
Makes life easier for every Oracle DBA

Recording on YouTube
Get the slides

https://youtu.be/brnBavVLyM0
https://dohdatabase.com/wp-content/uploads/2024/10/vc21_one_button_patching.pdf
https://www.youtube.com/watch?v=OQy6pbF4_ls
https://dohdatabase.com/wp-content/uploads/2024/10/vc21_one_button_patching.pdf


Hands-on Lab
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Patch Me If You Can
It's better to fail in our lab, than in production

Access lab on Oracle Live Labs

https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=3740


2 Share your feedback in-app
Scan the QR Code and complete all qualifying surveys

3
Earn a giveaway
Proceed to the Swag Station in the Hub 
after completing your surveys

1 Download the Oracle Events app

Help shape our future events. 
Get rewarded. 

In-app surveys




